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FAQs 

You’ve Got Mail! 
What Family Physicians Should Know Before Hitting “Send” 

 
1) Q.  What legal risks could family physicians face when emailing their patients? 

A. Physicians could face liability around confidentiality, privacy and security, timeliness of responses, and clarity of 
communication.1 

 
2) Q. What resources/tools are available to family physicians? 

A. Information and templates are available by visiting the Canadian Medical Protective Association (CMPA), your 
provincial statutory and regulatory authorities. 

 
3) Q. What can family physicians do to ensure privacy and security? 

A. Let your patients know what information will or could be emailed, to whom, and by what system (open vs secure, 
etc). Advise them how emails will be handled by your practice and who may be contacting them. When forwarding 
emails, assure your patients that no independent third parties will be involved without their written consent. Make 
sure the names and email addresses in the address lines are accurate and use the Bcc field for addressing 
messages to ensure confidentiality. Always remember, when using third-party emails in hospitals, clinics, and other 
organizations, you are at risk of these parties accessing your email communications. If using free email and other 
Internet services (public forums), make sure they have secure online protection. When emailing sensitive 
information using mobile electronic devices (laptops), consider encrypting your emails. Ensure that patients realize 
that no email is secure, unless sent through a secured or encrypted process. Develop a policy outlining what type 
of information is appropriate to communicate via email and what is not. 1 

 
4) Q. Is email a good method of exchanging time-sensitive information? 

A. No, not always. Emails can arrive hours or even days after the message is sent1 and the receiving party may not 
review incoming messages in a timely manner. 
 

5) Q. What can family physicians do about timeliness issues of email communication? 
A. Let your patients and other health care providers know your turnaround time for received messages and what to do 

in the event that symptoms worsen or there is a delay in email responses. Inform patients it is their responsibility to 
follow up on all email communications. Triage your emails and designate turnaround times; alternatively, you could 
use an automatic reply feature to acknowledge receipt of all emails received.1 
 

6) Q. Do emails clearly convey intended messages? 
A. No, not always. Emails are text-based and rely on the writing skills of the sender.1 

 
7) Q. What precautions should family physicians consider to ensure clarity of communication with email? 

A. Your patients will likely not know acronyms or medical terms and might not understand that common terms could 
have medical meaning. If possible, avoid using these terms altogether or take the time to elaborate on their 
meaning. Try to reduce the chance of comments being taken out of context by wording your emails carefully; avoid 
angry and sarcastic comments, harsh criticism, gratuitous comments, and libelous references. Patients should be 
aware that their emails will be part of their medical charts.1 
 

http://www.cmpa-acpm.ca/cmpapd04/docs/resource_files/infosheets/2005/com_is0586-e.cfm
http://www.priv.gc.ca/fs-fi/02_05_d_15_e.cfm
http://rcpsc.medical.org/links/provli_e.php
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8) Q. Should family physicians obtain written consent from patients to take part in email communication? 
A. Yes. Encourage patients to sign consent forms indicating that they have reviewed and accept the risks associated 

with email communication.1 
 

 
9) Q. What should family physicians include in a protocol that outlines online communication with patients? 

A. According to Guidelines for online communication with patients approved by the CMA,2 protocol should cover the 
following: 

 Purposes for which the office uses online communications 

 The online physician–patient relationship 

 Responses to patient enquiries, managing expectations 

 Conditions for patient use of online communications 

 Who has access to patient enquiries 

 Rules for retention and organization of these communications 

 Type and quality of information provided to patients 

 Rules for privacy, confidentiality, and security 

 Specific jurisdictional provisions and requirements 

 
Tools from AAFP 
The American Academy of Family Physicians (AAFP) has various tools to help physicians determine whether their practice is 
ready to communicate with patients via email from assessing readiness to developing email policies. 

 
Remuneration 
Remuneration for email communications will vary by provincial jurisdiction, payment model, and condition (eg, certain 
fees in the chronic disease management [CDM] payment models in British Columbia include pay options for email 
communication). 

 
References: 

1. The Canadian Medical Protective Association. Using email communication with your patients: legal risks. Ottawa, 
ON: The Canadian Medical Protective Association; 2009. Available from: http://www.cmpa-
acpm.ca/cmpapd04/docs/resource_files/infosheets/2005/com_is0586-e.cfm. Accessed 2011 May 17. 

2. Rich P. Guidelines for online communication with patients approved by the CMA . Ottawa, ON: Canadian Medical 
Association; 2005. Available from : http://www.cma.ca/index.php?ci_id=10018561&la_id=1.  
Accessed 2011 May 17. 

http://www.cmpa-acpm.ca/cmpapd04/docs/resource_files/infosheets/2005/com_is0586-e.cfm
http://www.aafp.org/online/en/home/membership/initiatives/pcmh/healthit/connect/emailpatients.html
http://www.cmpa-acpm.ca/cmpapd04/docs/resource_files/infosheets/2005/com_is0586-e.cfm
http://www.cmpa-acpm.ca/cmpapd04/docs/resource_files/infosheets/2005/com_is0586-e.cfm
http://www.cma.ca/index.php?ci_id=10018561&la_id=1




Accessibility Report





		Filename: 

		FAQs Email Communication with Patients May 2011 FINAL (2).pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 2



		Passed manually: 1



		Failed manually: 0



		Skipped: 3



		Passed: 26



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Skipped		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Needs manual check		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Skipped		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



